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Integrating the Healthcare Ente (IHE) IHE International Statement on
Coronavirus

IHE is an initiative by healthcare professionals and industry to improve the way computer systems in

healthcare share information. IHE promotes the coordinated use of established standards such as
DICOM and HL7 to address specific clinical needs in support of optimal patient care. Systems
developed in accordance with IHE communicate with one another better, are easier to implement, and

enable care providers to use information more effectively.
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IHE on FHIR Profiles (1/2)

» Devices (|H PCD: Patient Care Device)

POU Personal Health Device Observation Upload

> ITI (IT Infrastructure)

ATNA Audit Trail and Node Authentication
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» PCC (Patient Care Coordination)

ACDC Assessment Curation and Data Collection
DCP Dynamic Care Planning
DCTM Dynamic Care Team Management

[ _

o
IUA Internet User Authorization ® GAO Guideline Appropriate Ordering
MACM Mobile Alert Communication Management ® [PS International Patient Summary
MHD Mobile access to Health Document ® PCS Paramedicine Care Summary
MHDS Mobile Health Document Sharing ® PMDT Point-of-care Medical Device Tracking
MCSD Mobile Care Service Discovery ® QEDm Query for Existing Data for Mobile
MXDE Mobile Cross-enterprise Document Data Element Extraction ® RECON Reconciliation of Clinical Content and care providers
NPFS Non-Patient File Sharing ® RIPT Routine Interfacility Patient Transport
PDQmM Patient Demographics Query for Mobile ® CMAP Clinical Mapping
PIXm Patient Identifier Cross-reference for Mobile » Pharmacy
PMIR Patient Master Identity Registry ® MMA Mobile Medication Administration

SVCM sharing Valuesets, Codes and Maps

UBP Uniform Barcode Proccessing

https://wiki.ihe.net/index.php/Profiles &D FHIRN =437 0771 L kA% 1
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» QRPH (Quality, Research, and Public Health)
BFDR-E Birth and Fetal Death Reporting Enhanced Profile
CCG Computable Care Guidelines
MADX Mobile Aggregate Data Exchange
MRFD Mobile Retrieve Form for Data capture
PRQ Prescription Repository Query
QORE Quality Outcome Reporting for EMS

® VRDR Vital Records Death Reporting
> Radiology

® IDEP Import and Display of External Priors

® SOLE standardized Operational Log and Events

https://wiki.ihe.net/index.php/Profiles &D FHIRN =437 0771 L kA% 12
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Featured: Implement the OAuth 2.0 Authorization Code with PKCE Flow

An open protocol to allow secure authorization in a
simple and standard method from web, mobile and
desktop applications.

Learn more about OAuth 2.0 »

This website is supported by
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igi App Platform, a new Paas that gets yo s to market, faster it Ad by Ethicalfds
httpsy/fwww youtube.com/watch?v=KT8ybowdyr0 DigitalOcean App Platform, a new Paas that gets y rket, faster. Get 5100 Free Credit Ad by Ethical .
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Featured: Implement the CAuth 2.0 Authorization Code with PKCE Flow

OAuth 2.0

QAuth 2.0 is the industry-standard protocol for authorization. QAuth 2.0 focuses on client developer pRUF
simplicity while providing specific authorization flows for web applications, desktop applications, 2
meobile phones, and living reom devices. This specification and its extensions are being developed

within the |[ETF OAuth Werking Group.

Questions, suggestions and protocol changes should be discussed on the mailing list.

OAuth 2.0

th 2.0 Framewaork - RFC 6749 I

T
* OQAuth Grant Types
Authorization Code
PKCE

Client Credentials

o
o
o
-]
o
o
a

Client Types - Co
Bearer Tokens - RFC 6750
Threat Model and Security Considerations - RFC 6819

OAuth Security Best Current Practice

Mobile and Other Devices

= Native Apps - Recommendations for using OAuth with native apps

» Browser-Based Apps - Recommendations for using OAuth with browser-based apps (2.g. an SPA)
s Device Authorization Grant - OAuth for devices with no browser ar no keyboard

Token and Token Management
® Token Introspection - RFC 7662, to determine the active state and meta-information of a token
» Token Revocation - RFC 7009, to signal that a previously obtained token is no longer needed
e J5ON Web Token - RFC 7519

DigitalOcean App Platform, a new Paas that gets your apps to market, faster. Get $100 Free Credit Ad by Ethicalads

https://oauth.net/2/ 15
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[Docs] [txt|pdf] [draft-ietf-caut...] [Tracker] [Diff1] [DiffZ] [IPR] [Erratal
Updated by: 8257

PROPOSED STANDARD

JAPAN

Internet Engineering Task Force (IETF)
Reguest for Comments: G749
Ob=oletes: HB49

Category: Standards Track
[S8N: 2070-1721

REC G749

1.2. Protocol

The OAuth 2.0 Authorization F

DR =2 1GSF TOFNAICD

Dauth 2.0 (VT 4 FEBZRED55EN DB

Flow

Abstract o +

The CAuth Z.0 authorization framework enables &
application to obtain limited access to an HTTH
hehalf of a resource awner by orchestrating an
between the resource owner and the HTTP servics
third-party application to obtain access on its
specification replaces and obsoletes the Obuth
in REC 5849,

Status of This Memo

This is an Internet Standards Track document. .
Client
This document is a product of the Intermet Engi
(IETF). It represents the consensus of the [ET
received public review and has been approved fd

Fesource
Cwner

--(A)- Authorization Request -»

<-(B)-- Authorization Grant ---

-=(C)-- Authorization Grant -->| Authorization

server

Access Token

[nternet Engineering Steering Group (IESG). FU
[nternet Standards is available in Section 2 of

[nformation about the current status of this dd
and how to provide feedback on it may be obtain
http:/fwww. rfc-editor.org/info/rfcB/49.

Copyright Notice

Copyright (c) 2012 [ETF Trust and the persons | +t-—-————- +
document authors. All rights reserved.

Resource
Derver

This document is subject to BCP_73 and the IETF Trust's Legal
Provisions Relating to [ETF Documents

(httr- At rictos iatf Aarcdliconca-infal in affoart an the date AF M

https://tools.ietf.org/html/rfc6749
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Har
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Obtaining Authorization

To reguest an access token, the client obtains authorization from the
resource owner. The authorization is expressed in the form of an
authorization grant, which the client uses to request the access
token. Oluth defines four grant types: autharization code, implicit,
resource owner password credentials, and client credentials. [t also
provides an extension mechanism for defining additional grant tvpes.

dt Standards Track [Page 73]

5749 Oduth 2.0 October 2012

4.1.

Authorization Code Grant

The authorization code grant type is used to obtain both access
tokens and refresh tokens and is optimized for confidential clients.
Since this is a redirection-based flow, the client must be capable of
interacting with the resource owner's user-agent {(typically a web
browser) and capable of receiving incoming requests (via redirection)
from the authorization server.

oo +
Resource
Owner
B e +
|
(B)
e + Client Identifier tmm e +
—+-———(A)-- & Redirection UR] ——->
User- | Autharization
bgent  -+----(B)-- User authenticates ---> Server

-+-———(C)-- Autharization Code ---<
H

5 4 EGERPHUS FIENEER N TL\S,

1. FEe]0-RMI5

2. 1>7)2vwh (BBEM) 45

3. W—XXA—F— NRAD-RILFT vl At 5
4. D478 LT v A5

IUATOD7A )\ O Cl3—HEHRIFINE4 1%
SlIEEVNCHEUEVWERBWVET,

-

https://tools.ietf.org/html/rfc6749
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4.4, Client Credentials Grant

The client can request an access token using only its client
credentials (or other supported means of authentication) when the
client is reguesting access to the protected rescurces under its
control, or those of another resource owner that have been previously
arranged with the authorization server (the method of which is beyvond
the scope of this specification).

Hardt Standards Track [Page 40]

REC 6749 Obuth 2.0 Uctober 2012

The client credentials grant type MIST only be used by confidential
clients.

>—(4)- Client Authentication -———>| Authorization
Server

<{--(B)---- Access Token --------- <

Figure 6: Client Credentials Flow
The flow illustrated in Figure B includes the following steps:

(&) The client authenticates with the authorization server and
requests an access token from the token endpoint.

(B) The authaorization server authenticates the client, and if valid,
izsues an access token.

4.4.1. Authorization Request and Response

Since the client authentication is used as the authorization grant,
no additional authorization request is needed.

A_D A Tal n
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JUA (Internet User Authorization) Profile Implementation
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> OAuth 2.0 RFC 6749 XJLSh\WwAAE,

> =IO IWTZEREEL. SAML Ffe(& OAuth Bearerh—I>%A T332 TRETES.
JWS signed (draft-ietf-oauth-json-web-token, draft-ietf-oauth-jwt-bearer) /
JWE unsigned but encrypted alternative Z JWTEU TEEET B,
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Table 3.71.4.1.2.1-1: JWT Token requirements
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Table 3.71.4.1.2.1-3: JSON “Code” object definition

the Healthcare

JSON attribute Attribute type Description
code string Mandatory. Code attribute shall contain the tole code from the
identified Value-Set that represents the role that the user is playing
when making the request.
codeSystem string Mandatory. Specifies the code system (OID format) that defines the
code.
Table 3.71.4.1.2.1-4: JSON “Instance ldentifier” object definition
JSON attribute Attribute type Description
root string Mandatory. The “root™ attribute shall contain an OTD identifying the
authority issuing the provider identifier.
extension string Mandatory. The “extension” attribute shall contain the provider

identifier itself.

The following XUA subject role

Parameter Optionality Definition RFC Reference
iss R Issuer of token Draft json-web-token Section 4
sub R Subject of token (e.g., user) Draft json-web-token Section 4
aud R Audience of token Draft json-web-token Section 4
exp R Expiration time Draft json-web-token Section 4
nbf 0 Not before time Draft json-web-token Section 4
iat o} Issued at time Draft json-web-token Section 4
typ o} Type Draft json-web-token Section 4
jti R TWT ID Draft json-web-token Section 4

Table 3.71.4.1.2.1-2: Extensions to JWT Parameters
XUA Attribute XUA Definition JSON type JWT Parameter
SubjectID Plain text user’s name string SubjectID
SubjectOrganization Plain text description of the array of string SubjectOrganization

Organization

SubjectOrganizationID

array of string

SubjectOrganizationID

<saml:Attribute Name="urn:ocasis:names:tc:xacml:2.0:subject:role">

<gaml:AttributeValue>

<Role xmlns="urn:hl7-org:v3" xsi:type="CE" code="46255001"

codeSystem="2.1

6.840.1.113883.6.96" codeSystemName="SNOMED CT"

displayName="Pharmacist"/>

</saml:AttributeValue>

</saml:Attribute>

1s expressed in a JWT token as an JSON array of Code objects:

HomeConununitylD Home Community ID where request string HomeConumunitylD
originated
NationalProviderIdentifier string NationalProviderIdentifier
Provider-identifier Other Provider Identifier Attribute array of Instance ProviderID
Tdentifier
objects
Subject:Role array of Code SubjectRole
objects
docid Patient Privacy Policy string docid
Acknowledgement Document 1D
acp Patient Privacy Policy Identifier string acp
PurposeOfUse Purpose of Use for the request Code object PurposeOfUse
Resource-ID Patient ID related to the Patient Privacy string resourcelD
Policy Identifier
Patient ID, Citizen ID, or other similar string personlD

public ID used for health identification
purposes.

"Subject:Role™:
{

"code":

"codeSystem": "2.16.840.1.113883.6.96"

"46255001",

26
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(RFC6750 Section 2.1)  TNESDT1— IV REAEI N> AT A (T4 TF
> SAMLN=9>AT2 320155 XUATOI7A I BHFEAICSAMLEBHFORENINE, T

> 1—R&LT SAML 2.0 Profile for OAuth 2.0 Client Authentication and
Authorization Grants (RFC-draft-ietf-oauth-saml2-bearer) JL—)UICHED,

» OAuth Bearerb—2>AT<3>(%. RFC 6750 OAuth 2.0 Authorization Framework:
Bearer Token Usage (D,

> Client (& OAuth confidential clientT&adZEN . #EE _E3kHBN B, Client(FBlE
ATNA Secure Nodeh* Secure ApplicationZREIBFICEENKRHSNDIHFENH S,

> Serverld IWTOMEERZUIZER. ATNAESEIBEN LD alias” <"user"@"issuer”>" M
J—RHTUserNameJ[CihE, JIWT Tokenh SAML TokenMNC LD TERTEBIZER B,
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7

|- ------------------ 1 - —_—_—_E—_————-——
1 1
i Other client ! Other Transaction \ Other server
' ' > | FHIR
L -
, actor ! | aclor | sy
Authorization Resource
Client Incorporate ™ Server
Authorization Token
[ITI-721

Get Authorization Token

[TTI-71] Authorization

Server




. D A
IUA Profile @ JR95Y>E181ESE
‘ H Authorization Client H Authorization Server H Resource Server ‘
| AGFA Healthcare [ | | | * |
‘ Epic Systems Corporation H H H * H " ‘
‘ Forcare BV H H * H " H ) |
| Hyland L ¥ | ¢ H * |
| INFINITT [ [ * | . | * |
| INSIEL S.p.A [ [ * | | |
‘ InterSystems Corporation H H : H * H ) ‘
‘ IOD Incorporated H H * H H |
| IRM, Inc. | | » | : | . |
‘ ITH icoserve technology for healthcare GmbH H H i H * H * ‘
‘ Meddex H H * H > H * ‘
‘ Parsek, d.o.o. H H * H = H * ‘
‘ Siemens Healthineers H H - H * H * |
‘ Systelab Technologies S.A. H H i H H ‘
‘ Thieme Compliance GmbH H H * H H ‘
| Tiani-Spirit Gmbh [ [ * | * H * |
‘ Tiani "Spirit" 6GmbH - Cisco Systems Inc. H L/ H * H * H * ‘
‘ Tiani-Spirit Gmbh - Cisco Systems Inc. H H * H * H N ‘
| VANAD Enovation = H i H ) |
| VISUS Health IT GmbH [ [ | 2 | " |
‘ Vital Images, Inc; H H * H H ‘
‘ x-tention/soffico H LS H H * H * ‘

https://connectathon-results.ihe.net/view_result.php?rows=company&columns=actor&ttitle=integration_profile 29
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SRS, 220], ESEETIINCRIT 3 IHE JOJ71)L IHE

JAPAN

CT (Consistency Time)
H—)\—-DOFRIEHA, F25IE. $20], EEEREEMBE:ETOI7M I DRITREL T3 RENMNE,
e ATNA (Audit Trail and Node Authentication)
BEBFRPZEBREEDINS L TOERNRF1)T(BE %193,
1—YEREEND., 1&htacal. BEEINBRICEI 20 —-IJ0—-Z MEI 3.
FHIRYR— hDrzgh, RESTful Query and Feed #iBfl. (Trial Implementationd?)
EUA (Audit Trail and Node Authentication)
1 1-HIBEHRTEIROY — ) \OFT NNA ADFREEZ1TD (SN BA>AY) &
Kerberos (RFC1510) . HL7 CCOWZf#5,
XUA (Cross-Enterprise User Assertion)

BN AT LKL TPIERATBERIC, FEe]esN TVWB Lz R I BHZf 5L, 77 A5Fa]zHItiL TE
55, SAML 2.0 Identity Assertion ZFHL\3,

Do JUA (Internet User Assertion)
N>Rz, HTTP RESTfubB{E L0777 ZFeltE 2Dz DOFIE,
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SR . HEUERLTETN ? IHE

JAPAN

i EEDTRAH S £ET270&FT (20168) F1E 93 !
*BASEE HREEIBIRESERY N -IOERIRNAEFREERE (H28FERE) &
Tl ENSZEEL CBIRHEBUIS. ITVTENTES |
= [EEITINIERIN 2B IHE. SR1%EED **

* QAREENE EFAR 2019F3H 148
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JAPAN

calEHDMNESCVVNFE U,
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SEER (251 MERch, Bk, Rs—51H) IHE

JAPAN
IHE International Official Site
https://www.ihe.net/

HL7 International Official Site
https://www.hl7.org/

OAuth 2.0 Official Site
https://oauth.net/2/

HL7 Project Gemini page
http://blog.hl7.org/another_type_of moonshotproject_gemini

SMART on FHIR Official Site
https://docs.smarthealthit.org/

The NHS Website
https://www.nhs.uk/

HL7 FHIR Official Site
http://hl7.org/fhir/
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SEER (251 MERch, Bk, Rs—51H) IHE

JAPAN
IHE Wiki - Profiles
https://wiki.ihe.net/index.php/Profiles

IHE IUA Profile Supplement Trial Implementation document
https://www.ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_Suppl_IUA.pdf

IHE Connectathon Results Browsing
https://connectathon-results.ihe.net/
Qiita OAuth OAuth 2.0 £J0-0X#ZL BN (Authlete L JIIFSEEZE %)
https://qiita.com/TakahikoKawasaki/items/200951e5b5929f840a1f
IHEZEIDEIE (X31RK)
%) 2, HARIHEW = BIEEE, ICMI40 2020
IHE on FHIR (X31R)
Tone Southerland, Program Director, IQVIA; RSNA 2019

PULSE The Human Side of Innovation (X31R)
Eric Heflin, CTO/CISO Sequoia Project; NA Connectathon Conference 2019.01.23

X BE BAFA R EDI AT LABIR, $FiliaIAE 3. SEOBIRTY, .



Integrating
the Healthcare
Enterprise

SR (JUA BE(CHIHTOYY T fb) IHE

JAPAN
4S - THE-IUA Architecture
http //4s-online.dk/wiki/doku.php?id=net4care:security-component:ihe-iua
N =JOEUASA K, IUAICBES 2815728 > TIATETHBIT,
IHE Wiki - Guidance on writing Profiles of FHIR

https://wiki.ihe.net/index.php/Guidance_on_writing_Profiles_of FHIR
FHIR%Z IHEJOJ7A L DRTE THRIBROABBEI R A RI1M > ZEX A PY—IVERIEZZINELNRL,
XEDAh, IVATOT7AIZROY > TIVEREOMFEATUR EARBIIC(ISEE(T OAuthTIRMEL TULSE
S1-)ERVBEICEDEITDT. OAuthOEEY > T E%E QitaBZ TCHERIEENIEERVET,
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