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OAuth 2.0
What is the HEART WG? https://openid.net/wg/heart/
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Health Relationship Trust Profile for Fast Healthcare
Interoperability Resources (FHIR) UMA 2 Resources
openid-heart-fhir-uma-2_0
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Claim® 4|

3.2. Professional credentialing status

To reference licenses, accreditations, or other professional credentials held by the current user,
include the pro claim. These are generally for things such as specific medical licenses or degrees.

o At A5 74 X Y) B] BEZL B SR AE B (D B AR

Array o machlne readable values representing the professmna credentlal held by the current
user.

Each pro value consists of a JSON object with the following members:

 EROEEEERTURL

URI representing the authority conveying the professional credential on the user, such as a
state or regulatory group

| B1%% (X5

String value representlng the nature of the processional credential held.

The value of the professional credential is dependent on and potentially defined in the context of the
authoritative source. An example list of professional values can be found at
http://www.hl7.0org/fhir/v2/0360/2.7/index.html.

The means by which a given organization is trusted to convey a given professional status & =
organization is outside the scope of this document. Note that the src claim here is likely to, > \_ .
different from the iss of the ID token, and the means by which an issuer is trusted to asserf"_ A
of accreditation from a particular source is outside the scope of this specification. u

HLSAEIZONIEN K, ELVDBLRILDESE,
AARTYORELE-5? HPKILEIAZ-B4E8HT 57

https://openid.net/specs/openid-heart-fhir-uma2-1_0.html
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| This wiki has undergone a migration to Confluence found Here

Publicly Available FHIR Servers for testing

Content on this page has been migrated to Confluence here: https://confluence.hl7.org/display/FHIR/Public+Test+Serversg’

Back to FHIR home page

Introduction

This page lists FHIR servers that are publicly available for testing. These are public services provided by volunteers and HL7 mak
In order to avoid spam etc, the servers are generally password protected. A contact is provided to get a password.
BTW: List of publically available test data (some of these test servers preload some of this data):

o [Base: What is in the specification#’]
¢ [Smart on FHIR test datag’]

Status

The status of publicly available FHIR servers is monitored using UptimeRobot at https://stats.uptimerobot.com/9DArDut1Jo. If yc
UptimeRobot status page, email [Sean Mcllvenna[1]&].

Servers
Note that these servers are testing servers. They may be sporadically unavailable, and as the FHIR specification is a moving targ

correctly.

o http://test.fhir.org/r2e’, http://test.fhir.org/r3&’ and http://test.fhir.org/r4&’ - Grahame's test server

« Supports all resource types, all operations, xml + json
¢ implementation details: open source - see [[2] &']
e supports Smart on FHIR

https://wiki.hl7.org/Publicly _Available FHIR Servers for testing
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SITE FHIR Server

FHIR Server

This is an implementation of the FHIR standard using the US Core Implementation guide. We expect client developers to use the server as part of their development
activities to work with different data sets.

DSTU2

Instructions and Guidelines to use the FHIR Server:

The FHIR Server can be used in two modes. An open mode (No OAuth token required) and a secure mode (OAuth tokens required).

1. The server URI for R4 open mode is : https://fhir.sitenv.org/open/r4/fhir
2. The server URI for R4 secure mode is : https://fhir.sitenv.org/secure/rd/fhir

Using the Open FHIR Server For R4:

A client can use the open server by making a FHIR request using a FHIR READ or
SEARCH operation.

1. For example a simple READ can be executed as follows:
« GET https://fhir.sitenv.org/open/rd/fhir/Patient/1 - XML format.
« GET https://fhir.sitenv.org/open/r4/fhir/Patient/1?_format=json - JSON
format.

2. For example a simple SEARCH can be executed as follows:
« GET https://fhir.sitenv.org/open/r4/fhir/Patient/?_id=1 - XML format.
« GET https://fhir.sitenv.org/open/r4/fhir/Patient/?_id=1_format=json -
JSON format.

3. Click here for more details on FHIR Search.

4. For a list of Patients Click here.

News & Announcements | Release Notes

Using the Secure FHIR Server For R4:

1. The Secure FHIR server follows the implementation of Smart On FHIR
specifications.
2. In order to use the FHIR Server with the appropriate tokens the following
steps need to be followed
« Create a user account in the FHIR Authorization Server: Follow
instructions here for user creation.

« Login and Register a client so that you can get the Client Id and
Client Secret. Follow instructions here for client registration.

« Once you have a Client Id and Client Secret follow the guidelines
according to the Smart On FHIR to request resources.

Inquiries or questions, email SITTeam@hhs.gov
Privacy Policy | Disclaimers

https://fhir.sitenv.org/open/



CMS Blue Button 2.0 Documentation ~ Support Blog

s
CMS Blue Button 2.0

Blue Button 2.0 is a standards-based application programming interface (API) that delivers
Medicare Part A, B, and D data for over 60 million Medicare beneficiaries.

VIEW THE DOCUMENTATION > SIGN UP FOR THE DEVELOPER SANDBOX -

Overview

Getting started Overview

Value and Use Cases Blue Button 2.0 is a standards-based application programming interface

Support (API) that delivers Medicare Part A, B, and D data for over 60 million
Medicare beneficiaries. Claims and enrollment data is available from May
2014.

The Blue Button 2.0 API uses the HL7 FHIR standard for beneficiary data and
the OAuth 2.0 standard for beneficiary authorization.

https://bluebutton.cms.gov/
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Authorization Code Flow

ostman CMS

Authorization Server

E3KScope
patient/Patient.read patient/Coverage.read
patient/ExplanationOfBenefit.read profile
>
Q@ =o=x
g iR UD
NAMERE. TH IOV MEHRA 11 - 2RI &G Aeleary = |

e I:IlL.\ ﬁ j:iE /N
//localhost:3000
Redirect URIIZTHEAI—R21S o AR O—F 1T

O =z7-—rizx -

Benefica

>

G 7ORRR—IL DR

© 7 ox—ssLcyv—zER

https://sandbox.bluebutton.cms.gov/v1
[fhir/Patient/~20140000008325

XOZAT T T AN REBHIZRZ TS ECAETRIR,
1)) —RG—/\, B[ H—/\BDA 2503 F(TEBELTLNS




Developer Dashboard

The Developer Sandbox lets you register applications to get credentials to access our synthetic (or
sample) beneficiary data. You can use that data to build and test your application to get it ready
for production!

ADD AN APPLICATION - READ OUR DOCUMENTATION -

My Sandbox Apps

jp.ac.ehime-u.m.test A
Last Updated: July 12, 2020, 8:25 a.m.

Client ID Show/Hide Credentials

View/Edit App -

EHRI#{E &L T, Blue Button 2.0
RESTAPIUZT7H AT BF7IT )4
@ Add an Application _:/3 yo)q‘ﬁ*&%ﬁ(ﬁi?é




Register a New Application

App Details - Required Info
Appncaty reverse domain name notation.
ex. jp.ac.ehime-u.m.client

OAuth - Client Type

Confidential -

Web Application Flow
X7 p AT =
Authorization Grant Type* _C 0) “Q/E

Authorization code v

Callback URLs / Redirect URIs

http:/localhost:3000

Web Application Flow®Di5&
OAuth Client TypeldConfidential,
Grant TypeldAuthorization Code

Optional App Information v

Yes | have read and agree to the APl Terms of Service Agreement*

Save Application



App Credentials

Client ID Show/Hide Credentials

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

App Details - Required Information

OAuth - Client Type

confidential

OAuth - Grant Type

authorization-code

Callback URLS / Redirect Uris ﬁﬁ%éhf: E) . :O) J::)Eﬁifﬁﬂi'%*ﬁ
http://localhost:3000 b§§ﬁéhé®fﬁ§ﬁ¢6:to 7:-5:
H. BIEEF/NXFTOHE R

App Details - Optional Information

This information can be used to more fully emulate elements of having an application in production. This
information is only used for sample purposes. For example, you can enter your website or privacy
policy to simulate what a Medicare beneficiary would see when authorizing your application.



Sample BeneficiariesDT—4%2 A

FHIR®MPatient Resource®ID &Beneficiarie Account® XJ ity [ ZDUNTIE,
TEEDWebH A TCCSVT—EATRAINTINVADOTA HoO—kND L
BFIZTHNTLIZELY,

Sample Beneficiaries

CSV of 100 sample beneficiaries with rich claims data

When getting started with the Blue Button API, it can be
overwhelming to understand all of the coding systems and

types of data that can be found in the Explanation of Renefit

FHIR resource. *ﬁEIEFH REST AP”:ﬁzﬁiéh—CL\é
TET—3%CSVTHIRESh TLY

Below are some hypothetical Beneficiaric 50D T. {52 %#BES - 1EZRT H1-6

canca afuihatic fatindlin claime data [ZFTICTELEEFRTY,


https://bluebutton.cms.gov/developers/

Oauth®Access TokenE &

Request FAHEMN. FDOFEF Send’ TIB|=F
[

» Request nts 0 Kxamples

https://sandbox.bluebutton.cms.gov/v1/fhir/Patient/-2014000(

QAuthBJZfE, B2/ 71<
OAuth2.0%:#R, FBRIT—42 (&
Request HeaderZ 57

Access Token

Header Prefix € Bearer
Add authorization data to

Get New Access Token - @77tZI~—?§_‘/E3}?/‘|’:’5¢>€#ﬁ




GET NEW ACCESS TOKEN

Token Name jp.ac.ehime-u.m.client

CMSIZEHLI=7 TV 7r—La B8 ELAT %,
Grant Type Authorization Code Token Name == Application NameT#%.

Callback URL ©@ http://localhost:3000

Authorize using browser

Auth URL © https://sandbox.bluebutton.cms.gov/v1/o/authorize/ O
CMSHMERL Tl 5HSandboxMEP®D

URLZANS,

Access Token URL © https://sandbox.bluebutton.cms.gov/v1/o/token/

Client ID ©
T r—3 % &8k LT-FFICCMS
MR SN -FRALEREAND

Client Secret ©

Scope © patient/Patient.read patient/Coverage.read patient/ExplanationOfBen

ML) Y—REERRI—TITANS,
State @
patient/Patient.read
patient/Coverage.read
patient/ExplanationOfBenefit.read
profile

Client Authentication

WEIGFEHREANLRZ o, b=V
BRZETD

Request Token




@ MyMedicare.gov: Portal of Personalized Information

See how Medicare is responding

to Coronavirus

FEEDBACK

Log in or create account

RELEEICBIE T 5D T, A =—BeneficaryD 7 hH I b ENDEATANT S, (CDTHhOURE,
A AALI=ER)Y—RIZH ST DBeneficaryDEHDIZLAELE, FBRINTYTH, HERDZLN)Y
—ADNERETDHILITHDIDT, BAIZEATHAE)Y—ADFoNLGENEWSTERITE S,

USERNAME PASSWORD

} |

Using a shared or public computer? Be sure to log out and close all browser windows
when you're done. This will help keep your information secure.

Trouble logging.in?

By accessing this system, you agree to our Terms and Conditions +.




Patient Resource&
Beneficiarie Account® xi its

synthetic_users_by.

i / ZnhPatient ResourceZiEE 3 3 DID

BENE_ID FRONTEND_USER_NAME FRONTEND_USER_PASSWORD total_claim_count total_claim_line_count carri
20140000001827 | BBUser21826 PW21826! 592 635
20140000004807 | BBUser24806 (S 510 591
20140000005499 | BBUser25498 \ P*V%gfgﬁ% 0) I Dt Pa SS 509 568
20140000004547 | BBUser24546 PW24546! 503 524
20140000008953 | BBUser28952 PW28952! 474 509
20140000000183 | BBUser20182 PW20182! 452 517
20140000006105 | BBUser26104 PW26104! 445 532
20140000005798 | BBUser25797 PW25797! 439 473




Blue Button 2.0 Sandbox

Medicare.gov

jp.ac.ehime-u.m.test has asked for some of your data.

Information about your doctor/hosiptal visits . .
BeneficarylZxtL T, 7TV r—av M7 —a~7O2ALLS
Information about the prescription medicationsy¢ L TV\AZE. FDADHFAEROI-L\_EF. COEETH
. BALTLEY . ENISHL T, £ TOT—2ZET . EAIZFE
Personal Information like your name, address, dat FZER N DT —RDHBDBIE
. . BIRTEDF TLavERRLTVET,
Privacy Options

° Share all of your data

This app will have access to both your healthcare data and some
personal information

Share healthcare data, but not your personal info
Block some of your personal data like name, address, date of birth,

race, and gender
Understand how your data is being used

To understand fully how jp.ac.ehime-u.m.test will use your data, please read the app'’s Privacy
Policy and Terms and Conditions.

COFRAIEREFOFEIR ERRAD—T | —/\HIOERRO—
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MANAGE ACCESS TOKENS

All Tokens Delete

jp.ac.ehime-u.m.client

v

Token Details

Token Name
Access Token
Token Type
expires_in

scope

refresh_token

patient

X

' UseToken

jp.ac.ehime-u.m.client ¢
xQBCAIbItBmFCsI2UXnfDCCTWLLITZ
Bearer

36000

patient/Patient.read patient/Coverage.read patient/ExplanationOfBe

nefit.read profile
LzI2TuwnOcTpBIxHKkHgFIVIsd1Y6X]

-19990000000001




Patient!'J') —A~ND77A

Launchpad

» Request

Params Auth

TYPE

OAuth 2.0

No Environment
Request

E Comments 0 Examples

https://sandbox.bluebutton.cms.gov/v1/fhir/Patient/-2014000( Send

Headers Body Pre-req. Tests Settings

o Heads up! These parameters hold sensitive data. To keep this data secure

while working in a collaborative environment, we recommend using

variables. Learn mort¢

The authorization data will be

automatically generated when

you send the request. Learn ' xQBCAIbItBmFCsI2UXnfL Available Token

m

orizatio

Add authorization data to

Request Headers




"resourceType": "Patient",
"id": "-19990000000001",
"meta": {

"lastUpdated": "2020-07-07T20:39:31.478+00:00"
},
"extension": [
1,
"identifier": [

i
"system": "https://bluebutton.cms.gov/resources/variables/bene_id", ‘l"
"value'": '"-19990000000001"

"system": "https://bluebutton.cms.gov/resources/identifier/mbi-hash",
"value": "37c¢37d08d239f7f1da60e949674c8e4b5bb2106077cb0671d3dfcbf510ec3248"

Medicare Beneficiary Identifier (MBI)

"use'": "usual",
"family": "Doe",
"given": [
"Jane",
nyn

"gender": "female",
"birthDate": "1999-06-01",
"address": [

{
"district": "999",




’

"ext

nsion": [

e
r
1

o LR

"valueCoding":

"system":

"code":

"display":

ML

"valueDate":

o LT R S

"valueCoding": {

"system": "htt

"code":

ML

"valueCoding": {

"system": "https:

"code":

o LR

"valueCoding": {

"system":

"code": "AA




CMS Blue Button 2.0 Documentation  Support Blog

https://bluebutton.cms.gov/resources/variables/dual_01/

Variable: DUAL_O1

Monthly Medicare-Medicaid dual eligibility code - January )(\7__\\’{'7- ’r F‘tjj_:’fb-7 _0) ﬁ 75_ N 0) 7]” A ﬁ*ﬁ
NHLHI —EERE I T N DIEH

This variable indicates whether the beneficiary was eligible for both Medicare and Medicaid in a given month (January).

Description

Comment

The original source for this variable is the State Medicare Modernization Act (MMA) files that states submit to CMS. Those files are
considered the @gold standard€ for identifying dual eligibles because the information in them is used to determine the level of Medicare
Part D low-income subsidies. Dual eligibles are often divided into €full duals€ and €partial duals€ based on the level of Medicaid
benefits they receive. CMS generally considers beneficiaries to be full duals if they have values of 02, 04, or 08, and to be partial duals if they
have values of 01, 03, 05, or 06. Partial duals sometimes divided into the QMB-only population (01) and all other partial duals (03, 05, or 06).
There are different ways to classify dually eligible beneficiaries. Additional information regarding various ways to identify dually enrolled
populations, refer to a CCW Technical Guidance document entitled: "Options in Determining Dual Eligibles". There are 12 monthly variables
- where the 01 through 12 at the end of the variable name correspond with the month (e.g., 01 is January and 12 is December).

Values

This variable is coded, and will contain one of the following values.

Values for Codeset

Value Description

NA Non-Medicaid

00 Not enrolled in Medicare for the month

01 Qualified Medicare Beneficiary (QMB)-only N
02 QMB and full Medicaid coverage, including prescription drugs

03 Specified Low-Income Medicare Beneficiary (SLMB)-only
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